Operations Support
Agent

Agent

All clients to which the

GET /account All Data All Data " B N All Data All Data All Data All Data All Data All Data
business is associated
All clients to which the
POST /account All Data All Data business is associated No Data No Data All Data No Data All Data All Data
: All clients to which the All'accounts to which the client is All accounts to which the client is
PUT /account/{account_id} All Data All Data business is associated NoData  [No Data All Data No Data associated associated
All clients to which the All'accounts to which the client is All accounts to which the client is
GET /account/{account_id} All Data All Data business is associated All Data All Data All Data All Data associated associated
DELETE /account/{account_id} All Data No Data No Data No Data No Data No Data No Data No Data No Data
" All accounts to which the client is All accounts to which the client is
GET /account/{account_id}/asset_size-GET All Data All Data All Data All Data All Data All Data All Data associated associated
All accounts to which the client is All accounts to which the client is
GET /account/{account_id}/holding All Data All Data All Data All Data All Data All Data All Data associated associated
. " All accounts to which the client is All accounts to which the client is
GET /account/{account_id}/transaction All Data All Data All Data All Data All Data All Data All Data associated associated
: All accounts to which the All accounts to which the client is All accounts to which the client is
GET { _id}/per _id}  |All Data All Data business s assoclated AllData  |All Data All Data AllData  |p 2ot senoatod
GET /account_permission All Data All Data No Data AllData  |All Data AllData  |All Data :;‘;’if:t“e’gs towhichtheclientis |\ 0 nopy
POST Jaccount_permission All Data All Data No Data AllData  |All Data AllData  |All Data :!:occclgl“e'gs towhich the clientis |\ 5o
PUT /account_permission/{account._id} All Data All Data No Data AllData  |All Data AllData  |All Data :!;f:f:‘”e'gs towhichthe clientis |\ 0 hopo
.. All accounts to which the client is
GET /account_permission/{account_id} All Data All Data No Data All Data All Data All Data All Data associated No Data
. All accounts to which the client is
DELETE /account_permission/{account_id} All Data All Data No Data All Data All Data All Data All Data assoclated No Data
All clients to which the All accounts to which the advisoris | All accounts to which the client is
GET /account_allocation All Data All Data business is associated All Data All Data All Data All Data associated associated
: All clients to which the All'accounts to which the client is All accounts to which the client is
POST /account_allocation All Data All Data businoss is associated NoData |NoData NoData  [NoData | oo 1 ssoniated
All clients to which the All accounts to which the client is All accounts to which the client is
PUT /account_allocation/{account_allocation_id} All Data All Data business is associated NoData |NoData No Data NoData |80y assoiated
" " All clients to which the All accounts to which the client is All accounts to which the client is
GET /account_allocation/{account_allocation_id} All Data All Data business is associated All Data All Data All Data All Data associated associated
DELETE /account_allocation/{account_allocation_id} All Data All Data All clients to which the NoData |NoData No Data NoData |Allaccountsto which the client is All accounts to which the client is
business is associated associated associated
. ’ All clients to which the
POST /account/{account_id}/subscribe All Data All Data business is associated No Data No Data No Data No Data All Data All Data
All clients to which the All'accounts to which the client is All accounts to which the client is
GET /account_status All Data All Data business is associated All Data All Data All Data All Data associated associated
All clients to which the All accounts to which the client is All accounts to which the client is
POST /account_status All Data All Data business is associated No Data No Data All Data No Data associated associated
. All clients to which the All accounts to which the client is All accounts to which the client is
PUT /account_status/{account_status_id} All Data All Data business is associated No Data No Data All Data No Data associated associated
GET /account_status/{account_status_id} All Data All Data Al gllents‘to Whlch the All Data All Data All Data All Data Al ECI?OLIH(S to which the client is Al acgounts to which the client is
business is associated associated associated
All clients to which the
DELETE /account_status/{account_status_id} All Data All Data business is associated No Data No Data All Data No Data No Data No Data
GET /account_type All Data All Data No Data All Data All Data All Data All Data All Data All Data
POST /account_type All Data All Data No Data No Data No Data All Data No Data No Data No Data
PUT /account_type/{account_type_id} All Data All Data No Data No Data No Data All Data No Data No Data No Data
GET /account_type/{account_type_id} All Data All Data No Data All Data All Data All Data All Data All Data All Data
DELETE /account_type/{account_type_id} All Data All Data No Data No Data No Data All Data No Data No Data No Data
. N All clients to which the All'accounts to which the client is All'accounts to which the client is
GET /account/{account_id}/account_overview All Data All Data business is associated All Data All Data All Data All Data associated associated
Aggregation
Account
Ability to access records that:
1. Contain their own client_id " "
GET /aggregation_account All Data All Data All Data AlData |AllData  |AllData  |AllData |2 Contain the client_id of a client that | ADIIY to access records that contain
i - their own client_i
is also associated with an account
that this client is associated with
Ability to access records that:
1. Contain their own client_id Ability to access records that contain
POST /aggregation_account All Data All Data All Data No Data All Data All Data All Data 2. Contain the client_id of a client that their éwn client.id
is also associated with an account -
that this client is associated with
Ability to access records that:
1. Contain their own client_id Ability to access records that contain
PUT /aggregation_account/{aggregation_account_id} All Data All Data All Data NoData |All Data All Data All Data 2. Contain the client_id of a client that |y " zwn prgh
is also associated with an account -
that this client is associated with
Ability to access records that:
1. Contain thelr awn client.id Ability to access records that contain
GET /aggregation_account/{aggregation_account_id} All Data All Data All Data All Data All Data All Data All Data 2. Contain the client_id of a client that their zwn client.id
is also associated with an account -
that this client is associated with
Ability to access records that:
1. Contain their own client_id
DELETE /aggregation_account/{aggregation_account_id} All Data All Data All Data No Data No Data No Data No Data 2. Contain the client_id of a client that | No Data
is also associated with an account
that this client is associated with
‘Ability to access records for
aggregation accounts that:
. 1. Contain their own client_id Ability to access records for aggregation
GET /aggregation_account_balance All Data All Data All Data NoData  |All Data All Data All Data 2. Contain the client_id of a client that |accounts that contain their own client_id
is also associated with an account
that this client is associated with
‘Ability to access records for
aggregation accounts that:
" 1. Contain their own client_id Ability to access records for aggregation
POST /aggregation_account_balance All Data All Data All Data NoData  |All Data All Data All Data 2. Contain the client_id of a client that |accounts that contain their own client_id
is also associated with an account
that this client is associated with
Ability to access records for
aggregation accounts that:
/aggregation_account_balance/ 1. Contain their own client_id Ability to access records for aggregation
puT {aggregation_account_balance_id} All Data All Data AllData NoData |All Data All Data AllData 2. Contain the client_id of a client that | accounts that contain their own client_id
is also associated with an account
that this client is associated with
Ability to access records for
aggregation accounts that:
/aggregation_account_balance/ 1. Contain their own client_id Ability to access records for aggregation
GET (aggregation_account_balance. id) All Data All Data All Data NoData |AllData  |AllData  |AlData | 5 Conin the client_id of a client that | accounts that contain their own client._id
is also associated with an account
that this client is associated with
Ability to access records for
aggregation accounts that:
/aggregation_account_balance/ 1. Contain their own client_id
DELETE (aggregation_account_balance. id) All Data All Data All Data No Data No Data No Data No Data 2. Contain the client_id of a client that No Data
is also associated with an account
that this client is associated with
GET /aggregation_account_transaction All Data All Data All Data No Data All Data All Data All Data All Data All Data
POST /aggregation_account_transaction All Data All Data All Data No Data All Data All Data All Data All Data All Data
/aggregation_account_transaction/
PUT {aggregation_account_transaction__id) All Data All Data All Data No Data All Data All Data All Data All Data All Data
GET raggregation_account transaction/ All Data All Data All Data NoData |AlData  |AllData  |AllData |AllData All Data

{aggregation_account_transaction_id)
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/aggregation_account_transaction/
DELETE {aggregation_account_transaction__id) All Data All Data All Data No Data No Data No Data No Data All Data No Data
GET /aggregation_account_holding All Data All Data All Data NoData | All Data All Data AllData  |All Data All Data
POST /aggregation_account_holding All Data All Data All Data NoData | All Data All Data AllData  |All Data All Data
/aggregation_account_holding/
PUT {aggregation_account_holding_id} All Data All Data All Data No Data All Data All Data All Data All Data All Data
/aggregation_account_holding/
GET {aggregation_account_holding_id) All Data All Data All Data No Data All Data All Data All Data All Data All Data
/aggregation_account_holding/
DELETE {aggregation_account_holding_id} All Data All Data All Data No Data No Data No Data No Data All Data No Data
GET /aggregation_account/aggregation.account.id/aggre | ) oy All Data AllData NoData |AlData  |AllData  |AllData |AllData All Data
Allocation
‘Ability to access records that:
; gg;:f:?ﬁg;':::gﬁg:ﬁ% Ability to access records that:
GET /allocation All Data All Data All Data All Data All Data All Data All Data . " - 1. Do not contain a client_id
3. Contain the client_id of a client that " .
) - 2. Contain their own client_id
is also associated with an account
that this client is associated with
‘Ability to access records that:
1. Contain their own client_id Ability to access records that:
POST /allocation All Data All Data All Data All Data No Data All Data No Data 2. Contain the client_id of a client that 1 Coymain their own client id'
is also associated with an account . -
that this client is associated with
Ability to access records that:
1. Contain thelr awn client id Ability to access records that:
PUT /allocation/{allocation_id} All Data All Data All Data All Data No Data All Data No Data 2. Contain the client_id of a client that 1 Coymain their own client.id
is also associated with an account . -
that this client is associated with
Ability to access records that:
;' gg;:f:g‘e‘lar':wa:!ﬁgsd‘ a Ability to access records that:
GET /allocation/{allocation_id} All Data All Data All Data All Data All Data All Data All Data 3‘ Contain the client_id of a client that 1. Do not contain a client_id
is also associated with an account 2. Contain their own client_id
that this client is associated with
DELETE /allocation/{allocation_id} All Data All Data All Data All Data No Data No Data No Data No Data No data
Ability to access records that:
1-Donotcomtainaclientid | pyy 1o access records that
GET /allocation/{allocation_id}/asset_size All Data All Data All Data All Data All Data All Data All Data . - 1. Do not contain a client_id
3. Contain the client_id of a client that 2. Contain their own client_id
is also associated with an account ) -
that this client is associated with
Ability to access records that:
; gg;:f:?ﬁ;;':::gﬁg:ﬁ% Ability to access records that:
GET /allocation/{allocation_id}/holding All Data All Data All Data All Data All Data All Data All Data g N - 1. Do not contain a client_id
3. Contain the client_id of a client that " .
) - 2. Contain their own client_id
is also associated with an account
that this client is associated with
Ability to access records that:
1-Donotcomtainaclientid | pyy 10 access records that
GET /allocation/{allocation_id}/transaction All Data All Data All Data All Data All Data All Data All Data 3. Contain the client_id of a client that | | Do not contain a client_id
2. Contain their own client_id
is also associated with an account
that this client is associated with
Ability to access records Ability to access records that:
that: 1. Do not contain a client_id .
. ; v ) Ability to access records that:
_id}/per id} 1. Do not contain a client_id 2. Contain their own client_id "
GET -GET AllData AllData 2. Contain a client_id Allbata |AlData |AlData |ANData | 5 Gontain the client_id of a client that | 1+ 20 1ot centain a clent.id
associated with their is also associated with an account . -
business that this client is associated with
GET Jallocation/{allocation_id)/aggregate_data All Data All Data All Data AllData [AllData _ |AllData _ |AllData _|All Data All Data
Ability to access records that:
1-Donotcomtainaclientid |yt acoess records that
GET /allocation_composition All Data All Data All Data All Data All Data All Data All Data 3' Contain the client_id of ; client that 1. Do not contain a client_id
is also associated with an account 2. Contain their own client._id
that this client is associated with
Ability to access records that:
1. Contain their own client.id Ability to access records that:
POST /allocation_composition All Data All Data All Data All Data No Data All Data No Data 2. Contain the client_id of a client that Y " ;
1. Contain their own client_id
is also associated with an account
that this client is associated with
‘Ability to access records th
1. Contain their own client_id "
PUT y ¥ _id} |All Data All Data All Data AlData |NoData  |AllData  |NoData | 2. Contain the client_id of a client that | APIlit o access records that
- 1. Contain their own client_id
is also associated with an account
that this client is associated with
Ability to access records that:
; gg;‘;ﬁ’g‘;ﬁ'g;:gﬁg;—t“‘ ’ Ability to access records that:
GET 1 X _id} |All Data All Data All Data All Data All Data All Data All Data 3. Contain the client_id of a client that 1. Do not contain a client_id
2. Contain their own client_id
is also associated with an account
that this client is associated with
Ability to access records that:
1. Contain thelr awn client id Ability to access records that:
DELETE 1 1 _id} |All Data All Data All Data All Data No Data All Data No Data 2. Contain the client_id of a client that 1 Coymain their own client_id
is also associated with an account . -
that this client is associated with
Benchmark
Ability to access records that:
1-Donotcomtainaclientid | pui 1o acoess records that
GET /benchmark All Data All Data All Data All Data All Data All Data All Data 3' Contain the client_id of ; client that 1. Do not contain a client_id
is also associated with an account 2. Contain their own client_id
that this client is associated with
Ability to access records that:
1. Contain their own client.id Ability to access records that:
POST /benchmark All Data All Data All Data All Data No Data All Data No Data 2. Contain the client_id of a client that Y i y
1. Contain their own client_id
is also associated with an account
that this client is associated with
Ability to access records that:
1. Contain their own client_id "
PUT /benchmark/{benchmark_id} All Data All Data Al Data AllData  [NoData  |AlData  |NoData | 2. Contain the client id of a client that| ADAIY 10 access records that:
- 1. Contain their own client_id
is also associated with an account
that this client is associated with
Ability to access records that:
; gg;‘;ﬁ’g‘;ﬁ'g;:gﬁg;—t“‘ ’ Ability to access records that:
GET /benchmark/{benchmark_id} All Data All Data All Data All Data All Data All Data All Data 3. Contain the client_id of a client that 1. Do not contain a client_id
2. Contain their own client_id
is also associated with an account
that this client is associated with
Ability to access records that:
1. Contain thelr awn client id Ability to access records that:
DELETE /benchmark/{benchmark_id} All Data All Data All Data All Data No Data All Data No Data 2. Contain the client_id of a client that 1 Cgmain their own client_id
is also associated with an account . -
that this client is associated with
Ability to access records that:
1. Do not contan a clent id Ably 0 access ecords that
GET /benchmark/{benchmark_id}/asset_size-GET All Data All Data All Data All Data All Data All Data All Data 3‘ Contain the client_id of a client that 1. Do not contain a client_id
is also associated with an account 2. Contain their own client_id
that this client is associated with
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y
idy/per 5 Do ot centain a clentid Ability to access records that:
GET maadl All Data All Data All Data AllData  |All Data All Data All Data ' - 1. Do not contain a client_id
{stat_id}-GET 3. Contain the client_id of a client that | ;" 0% 1% S8 & STEALIC
is also associated with an account . -
that this client is associated with
Budget
GET /budget All Data All Data All Data All Data All Data All Data All Data All Data All Data
POST /budget All Data All Data All Data All Data No Data All Data No Data All Data All Data
PUT /budget/{budget_id} All Data All Data All Data All Data No Data All Data No Data All Data All Data
GET /budget/{budget_id} All Data All Data All Data All Data All Data All Data All Data All Data All Data
DELETE /budget/{budget_id} All Data All Data All Data All Data No Data All Data No Data All Data All Data
Bulk
GET /bulk No Data No Data No Data No Data No Data No Data No Data No Data No Data
POST /bulk All Data All Data All Data No Data No Data No Data No Data No Data No Data
PUT /bulk/{bulk_id} All Data All Data All Data No Data No Data No Data No Data No Data No Data
DELETE /bulk/{bulk_id} All Data All Data All Data No Data No Data No Data No Data No Data No Data
GET /bulk_status/{bulk_status_id} All Data All Data All Data All Data All Data All Data All Data All Data All Data
All businesses to which the
GET /business All Data All Data business is associated NoData  [No Data No Data NoData |NoData No Data
All businesses to which the
POST /business All Data All Data business is associated No Data No Data No Data No Data No Data No Data
. : All businesses to which the
PUT /business/{business_id} All Data All Data business is associated No Data No Data No Data No Data No Data No Data
All businesses to which the
GET /business{business._id} All Data All Data business is associated NoData  [No Data No Data NoData |NoData No Data
: All businesses to which the
DELETE /business/{business_id} All Data All Data business is associated No Data No Data No Data No Data No Data No Data
All businesses to which the
GET /business/{business_id)/asset_size All Data All Data business is associated NoData  |No Data No Data NoData |NoData No Data
. " All businesses to which the
GET /business/{business_id}/transaction All Data All Data business is associated No Data No Data No Data No Data No Data No Data
. : " All businesses to which the
GET /business/{business_id}/holding All Data All Data business is associated No Data No Data No Data No Data No Data No Data
Card
GET Jcard All Data All Data Al cards to which the NoData |AlData  |AllData  |AllData |AllData Al cards to which the client is associated
business is associated
pOST Jeard All Data All Data Al cards to which the NoData |NoData  |AllData  |AllData |AllData Al cards to which the client is associated
business is associated
PUT Jcard/{card_id} All Data All Data Al cards to which the NoData |NoData  |AllData  |AllData |AllData All cards to which the client is associated
business is associated
GET Jcard/{card_id} All Data All Data All cards to which the NoData |All Data AllData  |AllData  |All Data All cards to which the client is associated
business is associated
DELETE /card/{card_id) All Data All Data All cards to which the NoData [NoData  [AllData  [NoData |AllData All cards to which the client is associated
business is associated
GET Jeard/{card_id}/asset_size All Data All Data All cards to which the AllData  [AllData  [AllData  |AllData |AllData All cards to which the business is
business is associated associated
POST /card/{card_id}/transaction All Data All Data All cards to which the AllData  |All Data AllData  |AllData  |All Data All cards to which the business is
business is associated associated
GET /card/{card_id}/transaction All Data All Data All cards to which the AllData  |All Data AllData  |AlData  |All Data All cards to which the business is
business is associated associated
All cards to which the
GET /card/cardholder_overview All Data All Data business is associated NoData  [No Data No Data NoData |NoData No Data
GET /card_program All Data All Data All Data All Data All Data All Data All Data All Data All Data
POST /card_program All Data All Data Al cards to which the AllData [NoData  |AllData  |NoData |All Data All Data
business is associated
PUT /card_program/{card_program_id) All Data All Data All cards to which the AllData  |NoData  |AllData  |NoData |All Data All Data
business is associated
GET /card_program/{card_program_id} All Data All Data All Data All Data All Data All Data All Data All Data All Data
DELETE /card_program/{card_program_id} All Data All Data All Data AllData  [No Data NoData  [NoData |All Data All Data
Client
Ability to access records that:
1. Contain their own client.id Ability to access records that:
GET /client All Data All Data All Data No Data All Data All Data All Data 2. Contain the client_id of a client that 1 Coymain their own client id‘
is also associated with an account . -
that this client is associated with
POST /client All Data All Data All Data No Data No Data No Data No Data No Data No Data
PUT /client/{client_id) All Data All Data All Data NoData |NoData NoData  |NoData |NoData ﬁv”v‘:‘g‘;’n‘(“’iga‘e records that contain their
‘Ability to access records that:
1. Contain their own clientid Ability to access records that:
GET /client/{client_id} All Data All Data All Data NoData |All Data All Data All Data 2. Contain the client_id of a client that | "} Coymain their own client.id
is also associated with an account -
that this client is associated with
DELETE /client/{client_id} All Data No Data No Data AllData  |No Data No Data NoData |NoData No Data
Ability to access records that:
- Contain their own client-id Ability to access records that contain
GET /client/{client_id}/asset_size All Data All Data All Data All Data All Data All Data All Data 2. Contain the client_id of a client that their ng client.id
is also associated with an account -
that this client is associated with
Ability to access records that:
1. Contain thelr awn client.id Ability to access records that contain
GET /client/{client_id}/holding All Data All Data All Data All Data All Data All Data All Data 2. Contain the client_id of a client that their zwn client.id
is also associated with an account -
that this client is associated with
Ability to access records that:
1 Contain their own client.id Ability to access records that contain
GET /client/{client_id}/transaction All Data All Data All Data All Data All Data All Data All Data 2. Contain the client_id of a client that o "
) - their own client_id
is also associated with an account
that this client is associated with
“Ability to access records that:
" . 1. Contain their own client_id .
) § . All clients to which the client.id Ability to access records that contain
GET { _id}/per _id} All Data All Data business is associated All Data All Data All Data All Data 2. Contain the client_id of a client that their own client_id
is also associated with an account
that this client is associated with
“Ability to access records that:
1. Contain their own client_id " "
GET /client_response All Data All Data All Data NoData |AlData  |AllData  |AlData | 2. Contain the client_id of a client that| APt 10 access records that contain
i - their own client_id
is also associated with an account
that this client is associated with
‘Ability to access records that:
1. Contain their own client_id "
2. Contain the client_id of a client that A_\Ib\(léty “0 ac‘iess recor?s ‘:‘j’;
POST /client_response All Data All Data All Data NoData |NoData All Data NoData |is also associated with an account | ,’ C°:ta:: ne” °‘”"n°' ‘ied"‘h' .
that this client is associated with | > ZO0e &1 Socount-id ey are
3. Contain an account_id they are
associated with
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Agent Agent
Ability to access records th
1. Contain their own client_id : :
2. Contain the client_id of a client that ﬁb‘g:)yn't‘;iictf‘e:‘fo’;?ﬁ:;raié
PUT /client_response/{client_response_id} All Data All Data All Data No Data No Data All Data No Data is also associated with an account 2' Contain an account_id they ar
that this client is associated with aSSOCIal;d with untt Y are
3. Contain an account_id they are
associated with
Ability to access records that:
1. Contain their own client_id y .
2. Contain the client_id of a client that ﬁb‘(':'Lyn't‘;.:cti?‘rsgicn";ﬁ:;ra.;
GET /client_response/{client_response_id} All Data All Data All Data No Data All Data All Data All Data is also associated with an account . ! -
associat ; 2. Contain an account_id they are
that this client is associated with associated with
3. Contain an account_id they are
associated with
Ability to access records that:
1. Contain their own client_id . .
2_Contain the client_id of  clent that | 4°10 10 2°cess records that
DELETE /client_response/{client_response_id} All Data No Data No Data No Data No Data No Data No Data is also associated with an account . -
" N 2. Contain an account_id they are
that this client is associated with associated with
3. Contain an account_id they are
associated with
GET /client_status All Data All Data All Data All Data All Data All Data All Data All Data All Data
POST /client_status All Data All Data All Data No Data No Data All Data No Data All Data All Data
PUT /client_status/{client_status_id} All Data All Data All Data No Data No Data All Data No Data All Data All Data
GET /client_status/{client_status_id} All Data All Data All Data All Data All Data All Data All Data All Data All Data
DELETE /client_status/{client_status_id} All Data All Data All Data No Data No Data All Data No Data No Data No Data
GET /client/{client_id}/goal_overview All Data All Data All clients associated with |\ pora | Al pata AllData  |AllData  |All Data All Data
the business
GET /client/{client_id}/advisor_overview All Data All Data ﬁl\ec;fgl;sezzsoclated with No Data No Data No Data No Data All Data No Data
GET /client/client_id/aggregation_account_overview All Data All Data fuclents associated With | NoData  [AllData  [AllData  [AllData [AllData All Data
Customer
‘Ability to access records that:
1. Contain their own client_id " "
GET /eustomer All Data All Data Al Data AlData  |AllData  |AllData  |AllData | 2. Contain the client.id of a client that | ADIY to access records that contain
i - their own client_id
is also associated with an account
that this client is associated with
‘Ability to access records that:
. Contain their own client_id Ability to access records that contain
POST /customer All Data All Data All Data No Data All Data All Data All Data 2. Contain the client_id of a client that their éwn client.id
is also associated with an account -
that this client is associated with
Ability to access records that:
1. Contain their own client_id Ability to access records that contain
PUT /customer/{customer_id} All Data All Data All Data No Data All Data All Data All Data 2. Contain the client_id of a client that their zwn client.id
is also associated with an account -
that this client is associated with
Ability to access records that:
1. Contain thelr awn client.id Ability to access records that contain
GET /customer/{customer_id} All Data All Data All Data All Data All Data All Data All Data 2. Contain the client_id of a client that their zwn client.id
is also associated with an account -
that this client is associated with
Ability to access records that:
1. Contain their own client_id
DELETE /customer/{customer_id} All Data All Data All Data No Data No Data No Data No Data 2. Contain the client_id of a client that | No Data
is also associated with an account
that this client is associated with
GET /customer_revenue All Data All Data All Data All Data All Data All Data All Data All Data All Data
POST /customer_revenue All Data All Data All Data No Data All Data All Data All Data All Data All Data
PUT /customer_revenue/{customer_revenue._id} All Data All Data All Data No Data All Data All Data All Data All Data All Data
GET /customer_revenue/{customer_revenue_id} All Data All Data All Data All Data All Data All Data All Data All Data All Data
DELETE /customer_revenue/{customer_revenue._id} All Data All Data All Data No Data No Data No Data No Data All Data No Data
Document
Ability to access records that:
1. Do not contain a client_id "
< Nt Ability to access records that:
g' gon:am ::eII'IUWI': clljlenft,\dl {that | 1- D0 ot contain a client_id
GET /document All Data All Data All Data NoData |NoData  |AllData  [AllData |2 oo 0o B o e et | 2 Contain their own client_id
s also associate an accou 3. Contain an account id the client is
that this client is associated with associated with
4. Contain an account id the client is
i with
Ability to access records that:
1. Do not contain a client_id "
N " Ability to access records that:
2 Contain their own cllent-id_ et 1- Do not contain a clent_id
POST /document All Data All Data All Data NoData |NoData  |AllData  [NoData |2 1ol 1o Eh s o1 @ Clem i | 2. Contain their own client_id
s also associated with an account 3. Contain an account id the client is
that this client is associated with associated with
4. Contain an account id the client is
associated with
Ability to access records that:
1. Do not contain a client_id i -
N Ability to access records that:
5 Gontainhe clom 1 o a et tha 100 ot contan a lert. i
PUT /document/{document_id} All Data All Data All Data No Data No Data All Data No Data is al iated _th t 2. Contain their own client_id
s also associated with an accoun 3. Contain an account id the client is
that this client is associated with associated with
4. Contain an account id the client is
associated with
Ability to access records that:
1. Do not contain a client_id "
Ability to access records that:
5 Gontainhe clom 1 o a et tha 1 D0 ot contan a lent. i
GET /document/{document_id} All Data All Data All Data NoData  |No Data All Data Allpata | &~ et de ~ orac . 3| 2 Contain their own client_id
s also associated with an accoun 3. Contain an account id the client is
that this client is associated with associated with
4. Contain an account id the client is
associated with
Ability to access records that:
1. Do not contain a client_id "
Ability to access records that:
g‘ g°::a:: :Re"l“"";: ?(lj'e';‘*‘d" nt that| |- DO not contain a client_id
DELETE /document/{document_id} All Data All Data All Data NoData  |No Data No Data NoData | |° al .e‘c de ~ otaclie . 3| 5 Contain their own client_id
s also associated with an accoun 3. Contain an account id the client is
that this client is associated with associated with
4. Contain an account id the client is
associated with
Decision Tree
GET /decision_tree All Data All Data No Data All Data All Data All Data All Data All Data All Data
POST /decision_tree All Data All Data No Data All Data All Data All Data No Data No Data No Data
PUT /decision_tree/{decision_tree_id} All Data All Data No Data All Data All Data All Data No Data No Data No Data
GET /decision_tree/{decision_tree_id} All Data All Data No Data All Data All Data All Data All Data All Data All Data
DELETE /decision_tree/{decision_tree_id} All Data All Data No Data All Data All Data All Data No Data No Data No Data
POST /decision_tree_result All Data All Data All Data NoData |No Data All Data All Data All Data All Data
GET /node_ All Data All Data No Data All Data All Data All Data All Data No Data No Data
POST /node_relationship All Data All Data No Data All Data All Data All Data No Data No Data No Data
PUT /node_r {node_ All Data All Data No Data All Data All Data All Data No Data No Data No Data
GET /node_re {node_ All Data All Data No Data All Data All Data All Data All Data No Data No Data
DELETE /node_re {node_ All Data All Data No Data All Data All Data All Data No Data No Data No Data
GET /node All Data All Data No Data All Data All Data All Data All Data No Data No Data
POST /node All Data All Data No Data All Data All Data All Data No Data No Data No Data
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Agent

Agent

PUT /node/{node_id} All Data All Data No Data All Data All Data All Data No Data No Data No Data
GET /node/{node_id} All Data All Data No Data All Data All Data All Data All Data No Data No Data
DELETE /node/{node_id} All Data All Data No Data All Data All Data All Data No Data No Data No Data
Financial
Statement
GET /financial_statement All Data All Data All Data All Data All Data All Data All Data All Data All Data
POST /financial_statement All Data All Data All Data NoData  |All Data All Data All Data All Data All Data
PUT /financial_statement/{financial_statement_id} All Data All Data All Data NoData _ |All Data All Data All Data All Data All Data
GET /financial_statement/{financial_statement_id} All Data All Data All Data All Data All Data All Data All Data All Data All Data
DELETE /financial_statement/{financial_statement_id} All Data All Data All Data No Data No Data No Data No Data All Data No Data
Funding
: All'accounts to which the client is All accounts to which the client is
GET /bank_link All Data All Data All Data No Data No Data No Data All Data associated associated
All accounts to which the client is All accounts to which the client is
POST /bank_link All Data All Data All Data NoData |NoData No Data NoData |20y ssoniated
" . All accounts to which the client is All accounts to which the client is
PUT /bank_link/{bank_link_id} All Data All Data All Data No Data No Data No Data No Data associated associate
PUT /bulk_bank_link ~PUT All Data All Data All Data NoData |NoData  |NoData  |NoData |Aaccountstowhichtheclientis Al accountsto which the clientis
associated associated
" . All accounts to which the client is All accounts to which the client is
GET /bank_link/{bank_link_id} All Data All Data All Data No Data No Data No Data All Data associated associated
: : All'accounts to which the client is All accounts to which the client is
DELETE /bank_link/{bank_link_id} All Data No Data No Data No Data No Data No Data No Data associated associated
All'accounts to which the client is All accounts to which the client is
GET /funding All Data All Data All Data No Data All Data All Data All Data associated associated
" All accounts to which the client is All accounts to which the client is
POST /funding All Data All Data All Data NoData |All Data No Data No Data associated associated
. All accounts to which the client is All accounts to which the client is
PUT /funding/{funding_id) All Data All Data All Data NoData |All Data No Data NoData |geoiony associated
" . All accounts to which the client is All accounts to which the client is
GET /funding/{funding_id} All Data All Data All Data No Data All Data All Data All Data associated associated
" : All'accounts to which the client is All accounts to which the client is
DELETE /funding/{funding_id} All Data No Data All Data No Data All Data No Data No Data associated associated
All accounts to which the client is All accounts to which the client is
GET /funding_transaction All Data All Data All Data All Data All Data All Data All Data associated associated
" All accounts to which the client is All accounts to which the client is
POST /funding_transaction All Data All Data All Data NoData |NoData NoData  [NoData |/ “%o ™ ssoniated
Al accounts to which the client is All accounts to which the client is
PUT /funding_transaction/{funding_transaction_id} All Data All Data All Data NoData |NoData No Data NoData |oeoioey ssociated
" " " All accounts to which the client is All accounts to which the client is
GET /funding_transaction/{funding_transaction_id} All Data All Data All Data No Data No Data All Data All Data associated associated
" : on 1 All accounts to which the client is All accounts to which the client is
DELETE /funding_transaction/{funding_transaction_id} All Data All Data All Data No Data No Data No Data No Data associated associated
All accounts to which the client is All accounts to which the client is
GET /transfer All Data All Data All Data No Data No Data No Data All Data associated associated
All accounts to which the client is All accounts to which the client is
POST /transfer All Data All Data All Data No Data No Data No Data No Data associated associated
All accounts to which the client is All accounts to which the client is
PUT /transfer/{transfer_id} All Data All Data All Data No Data No Data No Data No Data associated associated
. All accounts to which the client is All'accounts to which the client is
GET /transfer/{transfer_id} All Data All Data All Data No Data No Data All Data All Data associated associated
" All accounts to which the client is All accounts to which the client is
DELETE /transfer/{transfer_id} All Data No Data No Data No Data No Data No Data No Data assoclated associated
Goal
‘Ability to access records that:
; ggﬁ:f:fg:_':s:gﬁg;% Ability to access records that:
GET /goal All Data All Data All Data All Data All Data All Data All Data g - 1. Do not contain a client_id
3. Contain the client_id of a client that 2. Contain their own client_id
is also associated with an account ontain their own client.
that this client is associated with
‘Ability to access records that:
1. Contain their own clientid Ability to access records that:
POST /goal All Data All Data All Data All Data All Data All Data No Data 2. Contain the client_id of a client that 1 antain their own client Id'
is also associated with an account -
that this client is associated with
Ability to access records that:
1. Contain thelr own client id Ability to access records that:
PUT /goal/{goal_id} All Data All Data All Data All Data All Data All Data No Data 2. Contain the client_id of a client that 1 Coymain their own client_id
is also associated with an account . -
that this client is associated with
Ability to access records that:
1. Do not contain a client.id Ability to access records that:
2. Contain their own client_id
GET /goal/{goal_id} All Data All Data All Data All Data All Data All Data All Data 3‘ Contain the client.id of a client that 1. Do not contain a client_id
is also associated with an account 2. Comtain their own client.Jd
that this client is associated with
Ability to access records that:
1. Contain their own client_id Ability to access records that:
DELETE /goal/{goal_id} All Data All Data All Data All Data No Data All Data No Data 2. Contain the client_id of a client that 1 Coymain their own client Id‘
is also associated with an account -
that this client is associated with
Ability to access records that have
goalids which: @ clentid Ability to access records that have
GET /goal_track Al Data AllData AllData AllData  |AllData  |AlData  |AllData | 2. Contain their own client_id goalids which: ent.id
3. Contain the client_id of a client that | ! ont
2. Contain their own client_id
is also associated with an account
that this client is associated with
Ability to access records that have
goal e W o clisnt_id Ability to access records that have
POST /goal_track All Data All Data All Data All Data All Data All Data All Data . " - goal_ids which:
2. Contain the client_id of a client that 1. Contain their own client_id
is also associated with an account . -
that this client is associated with
‘Ability to access records that have
g.‘oe::lal:;‘v:‘h‘:::i.r own client_id Ability to access records that have
PUT /goal_track/{goal_track_id} All Data All Data All Data All Data All Data All Data All Data . - goal_ids which:
2. Contain the client_id of a client that 1. Contain their own client_id
is also associated with an account ontain their own client.
that this client is associated with
Ability to access records that have
O o i a dlient id Ability to access records that have
GET /goal_track/{goal._track_id} All Data All Data Al Data AlData |AllData  |AllData  |AllData | 2. Contain their own client id 91“3-‘“5 ;’""C'l" i aclientid
3. Contain the client_id of a client that | ,’ 00 1o% S &0 & S IEILIC
is also associated with an account . -
that this client is associated with
DELETE /goal_track/{goal_track_id} All Data All Data All Data No Data No Data No Data No Data No Data No Data
‘Ability to access records that:
; ggr::‘;:?r:‘e‘;‘:;:tﬁ;‘;_t‘d\d Ability to access records that:
GET /goal/{goal_id}/asset_size All Data All Data All Data NoData  |All Data All Data All Data . T ofa 1. Do not contain a client_id
3. Contain the client_id of a client that "
2. Contain their own client_id
is also associated with an account
that this client is associated with
Ability to access records that:
}-Donotcontainadientid |y 10 acoess records that:
GET /goal/{goal_id}/holding All Data All Data All Data No Data All Data All Data All Data 3. Contain the client_id of a client that 1. Do not contain a client_id
- 2. Contain their own client_id
is also associated with an account
that this client is associated with
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Agent Agent
Ability to access records that:
1-Donotcontainaclientid | pyy 1o access records that
GET /goal/{goal_id}/transaction All Data All Data All Data No Data All Data All Data All Data . - 1. Do not contain a client_id
3. Contain the client_id of a client that 2. Contain their own client_id
is also associated with an account . -
that this client is associated with
Ability to access records ‘Ability to access records that:
hat: 1. De i li "
} Do not contain a client.id 3 Comatn e own e i Ability to access records that:
GET /goal/{goal_id}/performance?stat={stat_id} All Data All Data . N = | All Data All Data All Data All Data g " - 1. Do not contain a client_id
2. Contain a client_id 3. Contain the client_id of a client that " .
0 N " ) - 2. Contain their own client_id
associated with their is also associated with an account
business that this client is associated with
Household
GET /household All Data All Data No Data No Data All Data All Data All Data All Data All Data
POST /household All Data All Data No Data No Data No Data No Data No Data No Data No Data
PUT /household/{household_id} All Data All Data No Data No Data No Data No Data No Data No Data No Data
GET /household/{household_id} All Data All Data No Data No Data All Data All Data All Data All Data All Data
DELETE /household/{household_id} All Data No Data No Data All Data No Data No Data No Data No Data No Data
GET /household/{household_id}/holding All Data All Data No Data All Data All Data All Data All Data All Data All Data
GET /household/{household_id}/asset_size All Data All Data No Data All Data All Data All Data All Data All Data All Data
GET /household/{household_id}/transaction All Data All Data No Data All Data All Data All Data All Data All Data All Data
Invoice
GET /invoice All Data All Data All Data All Data All Data All Data All Data All Data All Data
POST /invoice All Data All Data All Data NoData  |All Data All Data All Data All Data All Data
PUT /invoice/{invoice_id} All Data All Data All Data No Data All Data All Data All Data All Data All Data
GET /invoice/{invoice_id} All Data All Data All Data All Data All Data All Data All Data All Data All Data
DELETE /invoice/{invoice_id} All Data All Data All Data No Data No Data No Data No Data All Data No Data
GET /invoice_payment All Data All Data All Data All Data All Data All Data All Data All Data All Data
POST /invoice_payment All Data All Data All Data No Data All Data All Data All Data All Data All Data
PUT /invoice_payment/{invoice_payment_id} All Data All Data All Data No Data All Data All Data All Data All Data All Data
GET /invoice_payment/{invoice_payment_id} All Data All Data All Data All Data All Data All Data All Data All Data All Data
DELETE /invoice_payment/{invoice_payment_id} All Data All Data All Data NoData  |No Data No Data NoData |All Data No Data
Model
‘Ability to access records that:
1-Donotcontainaclientid | pyy 10 access records that
GET /model/{model_id} All Data All Data All Data All Data All Data All Data All Data 3. Contain the client_id of a client that 1. Do not contain a client_id
- 2. Contain their own client_id
is also associated with an account
that this client is associated with
Ability to access records that:
1. Contain their own client.id Ability to access records that:
POST /model/{model_id} All Data All Data All Data All Data No Data All Data No Data 2. Contain the client_id of a client that 1 Coymain their own client.id
is also associated with an account . -
that this client is associated with
Ability to access records that:
1. Contain their own client_id Ability to access records that:
PUT /model/{model_id} All Data All Data All Data All Data No Data All Data No Data 2. Contain the client_id of a client that 1 Coyr\tain their own client id‘
is also associated with an account -
that this client is associated with
Ability to access records that:
1-Donotcontainaclientid | pyty 1o access records that
GET /model/{model_id} All Data All Data All Data All Data All Data All Data All Data . - 1. Do not contain a client_id
3. Contain the client_id of a client that 2. Contain their own client_id
is also associated with an account ) -
that this client is associated with
‘Ability to access records that:
1. Contain their own client_id "
DELETE /model/{model_id) All Data All Data Al Data AllData  [NoData  |NoData  |NoData | 2. Contain the client id of a client that| APl 10 access records that
- 1. Contain their own client_id
is also associated with an account
that this client is associated with
‘Ability to access records ‘Ability to access records that:
that: 1. Do not contain a client_id Abilit to access records that:
1. Do not contain a client_id 2. Contain their own client_id " iant 1d
del/{model i i
GET { id}/per _id} All Data All Data 2. Contain a client_id All Data All Data All Data All Data 3. Contain the client_id of a client that 1. Do not contain a client_id
2. Contain their own client_id
associated with their is also associated with an account
business that this client is associated with
Ability to access records that: Ability to access records that:
1. Do not contain a client_id 1. Do not contain a client_id
N 2. Contain their own client_id 2. Contain their own client_id
CET /model_asset_size All Data AllData AllData AllData All Data Allata AllData 3. Contain the client_id of a client that | 3. Contain the client_id of a client that is
is also associated with an account also associated with an account that this
that this client is associated with client is associated with
Ability to access records that:
1. Contain their own client.id Ability to access records that:
POST /model_asset_size All Data All Data All Data All Data No Data All Data No Data 2. Contain the client_id of a client that 1 Cgmain their own client id‘
is also associated with an account . -
that this client is associated with
Ability to access records that:
1. Contain their own client._id Ability to access records that:
PUT /model_asset_size/{model_asset_size} All Data All Data All Data All Data No Data All Data No Data 2. Contain the client_id of a client that 1o " ;
) - 1. Contain their own client_id
is also associated with an account
that this client is associated with
‘Ability to access records that:
;‘ ggﬁzf:fﬁﬁlgfncgﬁg;}% Ability to access records that:
GET /model_asset_size/{model_asset_size} All Data All Data All Data All Data All Data All Data All Data g - 1. Do not contain a client_id
3. Contain the client_id of a client that 2. Contain their own client_id
is also associated with an account -
that this client is associated with
‘Ability to access records that:
1. Contain their own clientid Ability to access records that:
DELETE /model_asset_size/{model_asset_size} All Data All Data All Data All Data No Data All Data No Data 2. Contain the client_id of a client that Y " ;
. i - 1. Contain their own client_id
is also associated with an account
that this client is associated with
Ability to access records that:
1. Contain their own client id Ability to access records that:
POST /model/{model_id}/model_change All Data All Data All Data All Data No Data All Data No Data 2. Contain the client_id of a client that 1 Coyntain their own client id
is also associated with an account . -
that this client is associated with
Ability to access records that:
1 Do not contain a dentid Abity o access records that
GET /model_comment All Data All Data All Data All Data All Data All Data All Data 3. Contain the client_id of a client that 12 gg&&;}r‘c?ﬁ;ﬁlg‘::\(\jghlid
is also associated with an account -
that this client is associated with
Ability to access records that:
1. Contain their own client_id Ability to access records that:
POST /model_comment All Data All Data All Data All Data No Data All Data No Data 2. Contain the client_id of a client that 1 Cgmain their own client id‘
is also associated with an account -
that this client is associated with
Ability to access records that:
1. Contain their own client.id Ability to access records that:
PUT /model_comment/{model_comment_id} All Data All Data All Data All Data No Data All Data No Data 2. Contain the client_id of a client that Y " ;
1. Contain their own client_id
is also associated with an account
that this client is associated with
‘Ability to access records that:
; gg&:f::’g;':::gﬁg:‘ﬁd Ability to access records that:
GET /model_comment/{model_comment_id} All Data All Data All Data All Data All Data All Data All Data g N - 1. Do not contain a client_id
3. Contain the client_id of a client that 2. Contain their own client_id
is also associated with an account ontain their own client.
that this client is associated with
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Agent Agent
Ability to access records that:
1. Contain their own client.id Ability to access records that:
DELETE /model_comment/{model_comment_id} All Data All Data All Data All Data No Data All Data No Data 2. Contain the client_id of a client that Y " ;
1. Contain their own client_id
is also associated with an account
that this client is associated with
‘Ability to access records that:
; gg&:f::’g;':::gﬁg:‘ﬁd Ability to access records that:
GET /model_holding All Data All Data All Data All Data All Data All Data All Data . " - 1. Do not contain a client_id
3. Contain the client_id of a client that 2. Contain their own client_id
is also associated with an account ontain their own client.
that this client is associated with
‘Ability to access records that:
1. Contain their own clientid Ability to access records that:
POST /model_holding All Data All Data All Data All Data No Data All Data No Data 2. Contain the client_id of a client that 1 Coyntain their own client Id'
is also associated with an account -
that this client is associated with
Ability to access records that:
1. Contain thelr own client id Ability to access records that:
PUT /model_holding/{model_holding_id} All Data All Data All Data All Data No Data All Data No Data 2. Contain the client_id of a client that 1 Cgmain their own client_id
is also associated with an account . -
that this client is associated with
Ability to access records that:
1. Do not contaln a lentd Abilty to access records that
GET /model_holding/{model_holding_id} All Data All Data All Data All Data All Data All Data All Data 3‘ Contain the client_id of a client that 1. Do not contain a client_id
is also associated with an account 2. Contain their own client_id
that this client is associated with
Ability to access records that:
1. Contain their own client_id Ability to access records that:
DELETE /model_holding/{model_holding_id} All Data All Data All Data All Data No Data All Data No Data 2. Contain the client_id of a client that 1o " :
i : 1. Contain their own client_id
is also associated with an account
that this client is associated with
‘Ability to access records that:
5 Do ot centain @ nc'c'ﬁre‘:‘-‘“f ’ Ability to access records that:
GET /model_transaction All Data All Data All Data All Data All Data All Data All Data . " 1. Do not contain a client_id
3. Contain the client_id of a client that 2. Contain their own client_id
is also associated with an account . -
that this client is associated with
‘Ability to access records that:
1. Contain their own client_id ) :
POST /model_transaction All Data All Data All Data AllData |NoData  |AllData  [NoData | 2. Contain the client id of a client that | AP to access records that:
. i - 1. Contain their own client_id
is also associated with an account
that this client is associated with
‘Ability to access records that:
1. Contain their own client id Ability to access records that:
PUT /model_transaction/{model_transaction_id} All Data All Data All Data All Data No Data All Data No Data 2. Contain the client_id of a client that 1 Coymain their own client id‘
is also associated with an account . -
that this client is associated with
Ability to access records that:
1 Do not contain a dentid Abilty to access records that
GET /model_transaction/{model_transaction_id} All Data All Data No Data All Data All Data All Data All Data 3. Contain the client_id of a client that 12 ggr:\‘z:r‘cm'\elﬁlg‘::\(\jghlc:d
is also associated with an account . -
that this client is associated with
Ability to access records that:
1. Contain their own client_id Ability to access records that:
DELETE /model_transaction/{model_transaction_id} All Data All Data All Data All Data No Data All Data No Data 2. Contain the client_id of a client that ytos " T
p ; ” 1. Contain their own client_id
is also associated with an account
that this client is associated with
Order
All data to which business is All accounts to which the client is All accounts to which the client is
GET /order All Data All Data associated All Data All Data All Data All Data associated associated
All data to which business is All'accounts to which the client is All accounts to which the client is
POST Jorder All Data All Data associated All Data No Data All Data No Data associated associated
All data to which business is All accounts to which the client is All accounts to which the client is
PUT /order/{order_id} All Data All Data associated All Data No Data All Data No Data associated associated
: All data to which business is All accounts to which the client is All accounts to which the client is
GET /order/{order_id} All Data All Data associated All Data All Data All Data All Data associated associated
DELETE Jorder/{order.id) All Data All Data All data to which business is All Data No Data All Data No Data All accounts to which the client is All accounts to which the client is
associated associated associated
GET /order_bulk All Data All Data No Data All Data All Data All Data All Data No Data No Data
POST /order_bulk All Data All Data No Data All Data No Data All Data No Data No Data No Data
‘Ability to access records that:
1. Contain their own client_id
POST /client/{client_id}/order_bulk All Data All Data No Data All Data No Data All Data No Data 2. Contain the client_id of a client that | No Data
is also associated with an account
that this client is associated with
‘Ability to access records that:
1. Contain their own client_id
POST /account/{account_id}/order_bulk All Data All Data No Data All Data No Data All Data No Data 2. Contain the client_id of a client that | No Data
is also associated with an account
that this client is associated with
GET /order_status All Data All Data No Data All Data All Data All Data All Data All Data All Data
POST /order_status All Data All Data No Data All Data No Data All Data No Data No Data No Data
PUT /order_status/{order_status} All Data All Data No Data All Data No Data All Data No Data No Data No Data
GET /order_status/{order_status} All Data All Data No Data All Data All Data All Data All Data All Data All Data
DELETE /order_status/{order_status} All Data All Data No Data All Data No Data All Data No Data No Data No Data
All accounts to which the client is All accounts to which the client is
GET /order_track All Data All Data No Data All Data All Data All Data All Data associated associated
All accounts to which the client is All accounts to which the client is
POST /order_track All Data All Data No Data All Data No Data All Data No Data associated associated
: All'accounts to which the client is All accounts to which the client is
PUT /order_track/{order_track_id} All Data All Data No Data All Data No Data All Data No Data associated associated
All'accounts to which the client is All accounts to which the client is
GET /order_track/{order_track_id} All Data All Data No Data All Data All Data All Data All Data associated associated
DELETE /order_track/{order_track_id} All Data All Data No Data All Data No Data All Data No Data No Data No Data
All accounts to which the All accounts to which the client is All accounts to which the client is
POST /account/{account_id}/order_rebalance All Data All Data business is associated All Data No Data All Data No Data associated associated
All accounts to which the All accounts to which the client is All accounts to which the client is
POST /account/{account_id}/order_buy_only All Data All Data business is associated No Data No Data All Data No Data associated associated
. All accounts to which the All accounts to which the client is All accounts to which the client is
POST /account/{account_id}/order_sell_only All Data All Data business is associated No Data No Data All Data No Data associated associated
: All accounts to which the All accounts to which the client is All accounts to which the client is
POST /account/{account_id}/order_sell_all All Data All Data business is associated No Data No Data All Data No Data associated associated
. All accounts to which the All accounts to which the client is All accounts to which the client is
POST /portfolio/{portfolio_id}/order_rebalance All Data All Data business is associated AllData  |No Data All Data NoData |20y Sssoaiated
" All accounts to which the All accounts to which the client is All'accounts to which the client is
POST /portfolio/{portfolio_id}/order_buy_only All Data All Data business 1s associated NoData  |No Data All Data NoData [oo ooy ssoniated
All accounts to which the Al accounts to which the client is All accounts to which the client is
POST /portfolio/{portfolio_id}/order_sell_only All Data All Data business is associated No Data No Data All Data No Data associated associated
" All accounts to which the All accounts to which the client is All accounts to which the client is
POST /portfolio/{portfolio_id}/order_sell_all All Data All Data business is associated No Data No Data All Data No Data associated associated
Overflow
GET /overflow All Data All Data All Data No Data No Data All Data All Data All Data All Data
POST /overflow All Data All Data All Data No Data No Data All Data All Data All Data All Data
GET /overflow{overflow_id} All Data All Data All Data No Data No Data All Data All Data All Data All Data
GET /overflow_setting All Data All Data All Data No Data No Data All Data All Data All Data All Data
POST /overflow_setting All Data All Data All Data No Data No Data All Data All Data All Data All Data
GET /overflow_setting{overflow_setting_id} All Data All Data All Data No Data No Data All Data All Data All Data All Data
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PUT /overflow_setting{overflow_setting_id} All Data All Data All Data No Data No Data All Data All Data All Data All Data
DELETE /overflow_setting{overflow_setting_id} All Data All Data All Data NoData  |No Data All Data All Data All Data All Data
Portfolio
" All accounts to which the client is All accounts to which the client is
GET /portfolio All Data All Data All Data All Data All Data All Data All Data associated associated
: All'accounts to which the client is All accounts to which the client is
POST /portfolio All Data All Data All Data All Data No Data No Data No Data associated associated
. All accounts to which the client is All accounts to which the client is
PUT /portfolio/{portfolio_id} All Data All Data All Data All Data No Data No Data No Data associated associated
" All accounts to which the client is All accounts to which the client is
GET /portfolio/{portfolio_id} All Data All Data All Data All Data All Data All Data All Data associated associated
All accounts to which the client is All accounts to which the client is
DELETE /portfolio/{portfolio_id} All Data All Data All Data All Data No Data No Data No Data associated associated
" . All accounts to which the All accounts to which the client is All accounts to which the client is
2stat=
GET /portfolio/{portfolio_id}/performance?stat=(stat_id} |All Data All Data business is associated All Data All Data All Data All Data associated associated
: All'accounts to which the client is All accounts to which the client is
GET /portfolio_asset_size All Data All Data All Data All Data All Data All Data All Data associated associated
All accounts to which the client is All accounts to which the client is
POST /portfolio_asset_size All Data All Data All Data All Data No Data All Data No Data associated associated
" " . All accounts to which the client is All accounts to which the client is
PUT /portfolio_asset_size/{portfolio_asset_size_id} All Data All Data All Data All Data No Data All Data No Data associated associated
Al accounts to which the client is All accounts to which the client is
GET /portfolio_asset_size/{portfolio_asset_size_id} All Data All Data All Data All Data All Data All Data All Data associated associated
" " . All accounts to which the client is All accounts to which the client is
DELETE /portfolio_asset_size/{portfolio_asset_size_id} All Data All Data All Data All Data No Data No Data No Data associated associated
: All accounts to which the client is All accounts to which the client is
GET /portfolio_comment All Data All Data All Data All Data All Data All Data All Data assoclated associated
All accounts to which the client is All accounts to which the client is
POST /portfolio_comment All Data All Data All Data All Data No Data All Data No Data associated associated
" " . All accounts to which the client is All'accounts to which the client is
PUT /portfolio_comment/{portfolio_comment_id} All Data All Data All Data All Data No Data All Data No Data associated associated
All accounts to which the client is All accounts to which the client is
GET /portfolio_comment/{portfolio_comment_id} All Data All Data All data All Data All Data All Data All Data associated associated
" " . All accounts to which the client is All accounts to which the client is
DELETE /portfolio_comment/{portfolio_comment_id} All Data All Data All Data All Data No Data All Data No Data associated associated
GET Jportfolio_holding All Data All Data Al Data AlData |AlData  |AllData  |AllData |~V ccountstowhich the clientis Al accounts to which the clientis
associated associated
All accounts to which the client is All accounts to which the client is
POST /portfolio_holding All Data All Data All Data All Data No Data All Data No Data associated associated
: " : " All'accounts to which the client is All accounts to which the client is
PUT /portfolio_holding/{portfolio_holding_id} All Data All Data All Data AllData  |No Data All Data NoData  [oooco oy ssoniated
All accounts to which the client is All accounts to which the client is
GET /portfolio_holding/{portfolio_holding_id} All Data All Data All data All Data All Data All Data All Data associated associated
" " " " All accounts to which the client is All accounts to which the client is
DELETE /portfolio_holding/{portfolio_holding_id} All Data All Data All data All Data No Data All Data No Data associate associate
GET Jportfolio_transaction All Data All Data All Data AlData |AlData  |AllData  |AllData |~V ccountstowhich the clientis Al accounts to which the clientis
associated associated
" " All accounts to which the client is All accounts to which the client is
POST /portfolio_transaction All Data All Data All Data All Data No Data All Data No Data associated associated
: " : P All'accounts to which the client is All accounts to which the client is
PUT /portfolio_transaction/{portfolio_transaction_id} All Data All Data All Data All Data No Data All Data No Data associated associated
All accounts to which the client is All accounts to which the client is
GET /portfolio_transaction/{portfolio_transaction_id} All Data All Data All Data All Data All Data All Data All Data associated associated
" " " " All accounts to which the client is All accounts to which the client is
DELETE /portfolio_transaction/{portfolio_transaction_id} All Data All Data All Data All Data No Data All Data No Data associated associated
GET /portfolio_goal All Data All Data All Data All Data All Data All Data All Data All Data All Data
POST /portfolio_goal All Data All Data All Data No Data No Data No Data No Data All Data All Data
PUT /portfolio_goal/{portfolio_goal_id} All Data All Data All Data No Data No Data No Data No Data All Data All Data
GET /portfolio_goal/{portfolio_goal_id} All Data All Data All Data All Data All Data All Data All Data All Data All Data
DELETE /portfolio_goal/{portfolio_goal_id} All Data All Data All Data No Data No Data No Data No Data All Data All Data
Questionnaire
GET /questionnaire All Data All Data No Data All Data All Data All Data All Data All Data All Data
POST /questionnaire All Data All Data No Data All Data All Data All Data No Data No Data No Data
PUT /questionnaire/{questionnaire_id} All Data All Data No Data All Data All Data All Data No Data No Data No Data
GET /questionnaire/{questionnaire_id} All Data All Data No Data All Data All Data All Data All Data All Data All Data
DELETE /questionnaire/{questionnaire_id} All Data All Data No Data All Data All Data All Data No Data No Data No Data
GET /question All Data All Data No Data All Data All Data All Data All Data All Data All Data
POST /question All Data All Data No Data All Data All Data All Data No Data No Data No Data
PUT /question/{question_id} All Data All Data No Data All Data All Data All Data No Data No Data No Data
GET /question/{question_id} All Data All Data No Data All Data All Data All Data All Data All Data All Data
DELETE /question/{question_id} All Data All Data No Data All Data All Data All Data No Data No Data No Data
GET /answer All Data All Data No Data All Data All Data All Data All Data All Data All Data
POST /answer All Data All Data No Data All Data All Data All Data No Data No Data No Data
PUT /answer/{answer_id} All Data All Data No Data All Data All Data All Data No Data No Data No Data
GET /answer/{answer_id} All Data All Data No Data All Data All Data All Data All Data All Data All Data
DELETE /answer/{answer_id} All Data All Data No Data All Data All Data All Data No Data No Data No Data
Resources
GET /resource/currency All Data All Data All Data All Data All Data All Data All Data All Data All Data
GET /resource/fx_rate All Data All Data All Data All Data All Data All Data All Data All Data All Data
GET /resource/country All Data All Data All Data All Data All Data All Data All Data All Data All Data
GET /resource/state All Data All Data All Data All Data All Data All Data All Data All Data All Data
GET /resource/account_category All Data All Data All Data All Data All Data All Data All Data All Data All Data
GET /resource/transaction_category All Data All Data All Data All Data All Data All Data All Data All Data All Data
GET /resource/merchant All Data All Data All Data NoData  |All Data All Data All Data All Data All Data
GET /resource/merchant_category_code All Data All Data All Data All Data All Data All Data All Data All Data All Data
GET /resource/institution All Data All Data All Data All Data All Data All Data All Data All Data All Data
GET /resource/statistic All Data All Data All Data All Data All Data All Data All Data All Data All Data
Risk Profile
GET /risk_profile All Data All Data All Data All Data All Data All Data All Data All Data All Data
POST /risk_profile All Data All Data All Data All Data No Data All Data No Data All Data All Data
PUT /risk_profile/{risk_profile_id} All Data All Data All Data All Data No Data All Data No Data All Data All Data
GET /risk_profile/{risk_profile_id} All Data All Data All Data All Data All Data All Data All Data All Data All Data
DELETE /risk_profile/{risk_profile_id} All Data All Data All Data All Data No Data No Data No Data All Data All Data
Roundup
GET /round_up_setting All Data All Data All Data No Data All Data All Data All Data All Data All Data
POST /round_up_setting All Data All Data All Data No Data No Data All Data All Data All Data All Data




Super Admin Admin Business Owner Portfolio  Marketing  Operations i;zﬁ?" Advisor Client
GET /round_up_setting/{round_up_setting_id} All Data All Data All Data NoData |All Data All Data AllData  |All Data All Data
Score
Ability to access records for entities
that:
All Data related to the 1. Do not contain a client_id Ability to access records for entities that:
GET /score All Data All Data business All Data All Data All Data All Data 2. Contain their own client_id 1. Do not contain a client_id
3. Contain the client_id of a client that | 2. Contain their own client_id
is also associated with an account
that this client is associated with
Ability to access records for entities
that:
All Data related to the 1. Do not contain a client_id Ability to access records for entities that:
POST /score All Data All Data business NoData  |No Data All Data All Data 2. Contain their own client_id 1. Do not contain a client_id
3. Contain the client_id of a client that | 2. Contain their own client_id
is also associated with an account
that this client is associated with
Ability to access records for entities
that:
All Data related to the 1. Do not contain a client_id Ability to access records for entities that:
PUT /score/{score_id} All Data All Data business No Data No Data All Data All Data 2. Contain their own client_id 1. Do not contain a client_id
3. Contain the client_id of a client that | 2. Contain their own client_id
is also associated with an account
that this client is associated with
Ability to access records for entities
that:
All Data related to the 1. Do not contain a client_id Ability to access records for entities that:
GET /score/{score_id} All Data All Data business All Data All Data All Data All Data 2. Contain their own client_id 1. Do not contain a client_id
3. Contain the client_id of a client that | 2. Contain their own client_id
is also associated with an account
that this client is associated with
Ability to access records for entities
that:
All Data related to the 1. Contain their own client_id Ability to access records that contain
DELETE /score/{score_id} All Data All Data business No Data No Data All Data All Data 2. Contain the client_id of a client that | their own client.i
is also associated with an account
that this client is associated with
Security
GET /security All Data All Data No Data All Data All Data All Data All Data All Data All Data
POST /security All Data All Data No Data All Data No Data All Data No Data No Data No Data
PUT /security/{security_id} All Data All Data No Data All Data No Data All Data No Data No Data No Data
GET /security/{security_id} All Data All Data No Data All Data All Data All Data All Data All Data All Data
DELETE /security/{security_id} All Data All Data No Data All Data No Data All Data No Data No Data No Data
GET ity/{ ity_id}/perfor _id} All Data All Data All Data All Data All Data All Data All Data All Data All Data
GET /security_price All Data All Data No Data All Data All Data All Data All Data All Data All Data
POST /security_price All Data All Data No Data All Data No Data All Data No Data No Data No Data
PUT /security_price/{security_price_id} All Data All Data No Data AllData  |No Data All Data NoData |NoData No Data
GET /security_price/{security_price_id} All Data All Data No Data AllData  |All Data All Data AllData  |All Data All Data
DELETE /security_price/{security_price_id} All Data All Data No Data All Data No Data All Data No Data No Data No Data
Ability to access records that:
1. Contain their own client_id "
2. Contain the client_id of a client that ﬁb‘gty “0 ac‘iess recon‘:ls t:‘f;
GET /security_exclusion All Data All Data All Data AllData |All Data AllData  |AllData |is also associated with an account - gomain ielr own CIemL
¢ § 2. Contain an account_id they are
that this client is associated with assoviated with
3. Contain an account_id they are
associated with
Ability to access records that:
1. Contain their own client_id
2. Contain the client_id of a client that A_\Ib\(léty “0 ac‘iess recon‘:ls ‘:‘f;
POST /security_exclusion All Data All Data All Data AllData  [No Data All Data NoData |is also associated with an account | ,’ C°"f!” elr own °' ‘?d"‘h'
thet this clent s associated with | 2,CONain an accountid they are
3. Contain an account_id they are
associated with
Ability to access records that:
1. Contain their own client_id . .
2. Contain the dlient_id of a clent that | 4 (o 12 2°¢5s records that
PUT /security_exclusion/{security_exclusion_id} All Data All Data All Data All Data No Data All Data No Data is also associated with an account . " :
N N N N 2. Contain an account_id they are
that this client is associated with associated with
3. Contain an account_id they are
associated with
Ability to access records that:
1. Contain their own client_id .
2. Contain the client_id of a client that | A 10 aceess records that
GET /security_exclusion/{security_exclusion_id} All Data All Data All Data All Data All Data All Data All Data is also associated with an account 2. Contai tid th
ihat this cllent s associatedwiin | 2 Comain an accountid they are
3. Contain an account_id they are
associated with
Ability to access records that:
1. Contain their own client_id .
2. Contain the client_id of a client that ﬁb‘:{lz;’ﬂ;‘;;ii?fg&?éﬂ:;:‘?;
DELETE /security_exclusion/{security_exclusion_id} All Data All Data All Data All Data No Data All Data No Data is also associated with an account 2. Contain an account_id they are
that this client is associated with aésoclaléd with Y
3. Contain an account_id they are
associated with
Spending
Control
GET /spending_control All Data All Data All Data No Data All Data All Data All Data All Data All Data
POST /spending_control All Data All Data All Data No Data No Data All Data All Data All Data All Data
PUT /spending_control/{spending_control_id} All Data All Data All Data NoData _|[No Data All Data AllData__[All Data All Data
GET /spending_control/{spending_control_id} All Data All Data All Data NoData  |All Data All Data All Data All Data All Data
DELETE /spending_control/{spending_control_id} All Data All Data All Data NoData |No Data All Data AllData__ |All Data All Data
Utils
GET /application All Data All Data No Data All Data All Data All Data All Data All Data All Data
POST All Data All Data No Data All Data All Data All Data All Data All Data All Data
PUT /application/{application_id) All Data All Data No Data AllData  |All Data All Data AllData  |All Data All Data
GET /application/{application_id) All Data All Data No Data AllData  |All Data All Data AllData  |All Data All Data
DELETE /application/{application_id} All Data All Data No Data All Data All Data All Data All Data All Data All Data
GET /audit_log All Data All Data All Data All Data All Data All Data All Data All Data All Data
POST /audit_log All Data All Data All Data All Data All Data All Data All Data All Data All Data
GET /audit_log/{audit_log_id} All Data All Data All Data All Data All Data All Data All Data All Data All Data
GET /feature All Data All Data No Data No Data All Data All Data All Data No Data No Data
POST /feature All Data All Data No Data NoData  |All Data All Data All Data No Data No Data
PUT /feature/{feature_id} All Data All Data No Data No Data All Data All Data All Data No Data No Data
GET /feature/{feature_id} All Data All Data No Data No Data All Data All Data All Data No Data No Data
DELETE /feature/{feature_id} All Data All Data No Data No Data All Data All Data All Data No Data No Data
GET /feature_track All Data All Data All Data NoData  |All Data All Data All Data No Data No Data
POST /feature_track All Data All Data All Data NoData  |All Data All Data All Data No Data No Data
PUT /feature_track/{feature_track_id} All Data All Data All Data No Data All Data All Data All Data No Data No Data
GET /feature_track/{feature_track_id} All Data All Data All Data No Data All Data All Data All Data No Data No Data
DELETE /feature_track/{feature_track_id) All Data All Data All Data NoData __|All Data AllData_ [AllData _|No Data No Data
GET /notification All Data All Data No Data All Data All Data All Data All Data All Data All Data
POST /notification All Data All Data No Data No Data All Data All Data No Data No Data No Data
PUT /notification/{notification_id} All Data All Data No Data No Data All Data All Data No Data No Data No Data
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DELETE /notification/{notification_id} All Data All Data No Data No Data All Data All Data No Data No Data

GET /notification_setting All Data All Data All Data No Data All Data All Data All Data All Data All Data
POST /notification_setting All Data All Data All Data No Data No Data All Data All Data All Data All Data
PUT /notification_setting/{notification_setting_id} All Data All Data All Data No Data No Data All Data All Data All Data All Data
GET /notification_setting/{notification_setting_id} All Data All Data All Data No Data All Data All Data All Data All Data All Data
DELETE /notification_setting/{notification_setting_id} All Data All Data All Data No Data No Data All Data All Data All Data All Data
GET /notification_client All Data All Data All Data No Data All Data All Data All Data All Data All Data
POST /notification_client All Data All Data All Data No Data No Data All Data All Data All Data All Data
PUT /notification_client/{notification_client_id} All Data All Data All Data No Data No Data All Data All Data All Data All Data
GET /natification_client/{notification_client_id} All Data All Data All Data No Data All Data All Data All Data All Data All Data
DELETE /notification_client/{notification_client_id} All Data All Data All Data No Data No Data All Data All Data All Data All Data
GET /reason_code All Data All Data No Data All Data All Data All Data All Data All Data All Data
POST /reason_code All Data All Data No Data All Data No Data All Data No Data No Data No Data
PUT /reason_code/{reason_code_id} All Data All Data No Data All Data No Data All Data No Data No Data No Data
GET /reason_code/{reason_code_id} All Data All Data No Data All Data All Data All Data All Data All Data All Data
DELETE /reason_code/{reason_code._id} All Data All Data No Data All Data No Data All Data No Data No Data No Data
GET /stage All Data All Data No Data All Data All Data All Data All Data All Data All Data
POST /stage All Data All Data No Data No Data All Data All Data No Data No Data No Data
PUT /stage/{stage_id} All Data All Data No Data No Data All Data All Data No Data No Data No Data
GET /stage/{stage_id} All Data All Data No Data All Data All Data All Data All Data All Data All Data
DELETE /stage/{stage_id} All Data All Data No Data No Data All Data All Data No Data No Data No Data
GET /transaction_code All Data All Data No Data All Data All Data All Data All Data All Data All Data
POST /transaction_code All Data All Data No Data All Data No Data All Data No Data No Data No Data
PUT /transaction_code/{transaction_code_id} All Data All Data No Data All Data No Data All Data No Data No Data No Data
GET /transaction_code/{transaction_code_id} All Data All Data No Data All Data All Data All Data All Data All Data All Data
DELETE /transaction_code/{transaction_code_id} All Data All Data No Data All Data No Data All Data No Data No Data No Data




